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Certificates
<Be sure that you have done the backup of the all WAS profiles>
<Certificates will be reused by the current ICN certificate>

Set up certificate and keystore

<User: use correct owner for the given environment>

<Putty DEV : >
<Putty DEVINT : cms13.unix.csob.cz >
<Putty ACC : flnetacc03.unix.csob.cz / flnetacc04.unix.csob.cz >
<Putty PROD : flnetpro03.unix.csob.cz / flnetpro04.unix.csob.cz >

<System variables>
# export 
PATH=/wasown/IBM85/WebSphere/AppServer/java_1.7_64/jre/bin/:/wasown/IBM85/HTTPServer/bin/:$PATH

<Copy current ICN IHS keystore>
<Server DEV : >
<Server DEVINT: cms13.unix.csob.cz >
<Server ACC : flnetacc03.unix.csob.cz >
<Server PROD : flnetpro03.unix.csob.cz >

# mkdir -p /wasown/IBM85/HTTPServer/conf/webserver-icnpencoapp01/keys
# cd /wasown/IBM85/HTTPServer/conf/webserver-icnpencoapp01/keys
# cp /wasown/IBM85/HTTPServer/conf/webserver-icnapp01/keys/keyfile.kdb ./
# cp /wasown/IBM85/HTTPServer/conf/webserver-icnapp01/keys/keyfile.rdb ./
# cp /wasown/IBM85/HTTPServer/conf/webserver-icnapp01/keys/keyfile.sth ./

<Check and sample output>
# ikeycmd -cert -list -db ./keyfile.kdb  
Certificates in database /wasown/IBM85/HTTPServer/conf/webserver- icnpencoapp01/keys/./keyfile.kdb:
   fn_icnapp_int_srv
   "C=CZ, O=CSOB, CN=CSOBMD ROOT CA"
   "CN=CSOBMD ISSUING CA, DC=csobmd, DC=int"

<Server DEV : >
<Server DEVINT: cms13.unix.csob.cz >
<Server ACC : flnetacc04.unix.csob.cz >
<Server PROD : flnetpro04.unix.csob.cz >

# mkdir -p /wasown/IBM85/HTTPServer/conf/webserver-icnpencoapp02/keys
# cd /wasown/IBM85/HTTPServer/conf/webserver-icnpencoapp02/keys
# cp /wasown/IBM85/HTTPServer/conf/webserver-icnapp02/keys/keyfile.kdb ./
# cp /wasown/IBM85/HTTPServer/conf/webserver-icnapp02/keys/keyfile.rdb ./
# cp /wasown/IBM85/HTTPServer/conf/webserver-icnapp02/keys/keyfile.sth ./

<Check and sample output form DEVINT>
# ikeycmd -cert -list -db ./keyfile.kdb  
Certificates in database /wasown/IBM85/HTTPServer/conf/webserver- icnpencoapp02/keys/./keyfile.kdb:
   fn_icnapp_int_srv
   "C=CZ, O=CSOB, CN=CSOBMD ROOT CA"
   "CN=CSOBMD ISSUING CA, DC=csobmd, DC=int"


